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7. Application Vulnerabilities

7.1 General

7.2 Terminology

7.3 Unspecified Functionality [BVQ]

7.4 Distinguished Values in Data Types [KLK]

7.11 Resource Names [HTS]

7.6 Privilege Sandbox Issues [XYO]

7.26 Inclusion of Functionality from Untrusted Control
Sphere [DHU]

7.24 Download of Code Without Integrity Check [DLB]
7.31 Use of unchecked data from an uncontrolled or
tainted source [EFS]

7.7 Executing or Loading Untrusted Code [XYS]

7.15 Improperly Verified Signature [XZR]

7.10 Unrestricted File Upload [CBF]

7.18 Path Traversal [EWR]

7.28 URL Redirection to Untrusted Site ('Open Redirect')

[PYQ]

7.8 Memory Locking [XZX]

7.12 Injection [RST]

7.13 Cross-site Scripting [XYT]

7.14 Unquoted Search Path or Element [XZQ]

7.9 Resource Exhaustion [XZP]

7.27 Improper Restriction of Excessive Authentication
Attempts [WPL]

7.16 Discrepancy Information Leak [XZL]

7.17 Sensitive Information Uncleared Before Use [XZK]
7.30 Inadequately Secure Communication of Shared
Resources [CGY]

7.19 Missing Required Cryptographic Step [XZS]
7.29 Use of a One-Way Hash without a Salt [MVX]
7.20 Insufficiently Protected Credentials [XYM]

7.5 Adherence to Least Privilege [XYN]

7.21 Missing or Inconsistent Access Control [XZN]
7.22 Authentication Logic Error [XZO]

7.23 Hard-coded Password [XYP]

7.25 Incorrect Authorization [BJE]

Clock Issues [CCI]

Time Comsumption Measurement [CCM]

Time Drift and Jitter[CDJ]
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